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BLUETOOTH

INTRODUCTION
(IN 5 MINUTES…)



29.11.23

www.tarlogic.com

# Bluetooth

Short range (PAN)

Connects mobile and low power devices

Uses adaptive frequency-hopping and timeslots

Has a master/slave architecture

Master communicates to slaves in a piconet

Managed by Bluetooth Special Interest Group (SIG)

Published in the Bluetooth Core Specification

Bluetooth
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Bluetooth BR/EDR and Bluetooth LE

# The Bluetooth Core Specification…

Is created by the Special Interest Group

Defines Bluetooth BR/EDR and Bluetooth LE
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Variant Bandwidth Power Discovery Encryption

Bluetooth BR/EDR High High Active (paging) E0\SAFER+

Bluetooth LE Low Low Passive AES-CCM
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Bluetooth Host and Controller

# The Bluetooth core system architecture is divided in …
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Bluetooth Host and Controller

Linux: bluez

Windows: bluetooth driver stack

# The Bluetooth core system architecture is divided in …

One host

One primary controller

Host
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Bluetooth Host and Controller

# The Bluetooth core system architecture is divided in …

One host

One primary controller

Linux: bluez

Windows: bluetooth driver stack

Host

Device firmware

BR/EDR, LE or both

Primary controller
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Bluetooth Host and Controller

# The Bluetooth core system architecture is divided in …

One host

One primary controller

Linux: bluez

Windows: bluetooth driver stack

Host

Device firmware

BR/EDR, LE or both

Primary controller

HCI
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PC Phone

Bluetooth Link Management Protocol: LMP

LMP (control)
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BIAS ATTACK



BIAS in the media
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BIAS in the media
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BIAS in the media
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BIAS in the media
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Pairing

PAIRING

MASTER SLAVE

AUTHENTICATION
Challenge (Exchange)

(Imagen de Gert Skriver)

PAIRING
LINK KEY (KL)

CALCULATIONS

Key negotiation

(Bluetooth Core, Vol 2, Parte C, Sección 4.2.2)
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Normal pair of bluetooth devices

ALICE´S PHONE

PAIRED

ALICE´S HEADPHONES

29.11.23

www.tarlogic.com



BIAS Attack

ALICE´S PHONE

PAIRED

ALICE´S HEADPHONES
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Authentication

LEGACY AUTHENTICATION

MASTER SLAVE

AUTHENTICATION

Au_rand (Challenge)

Sres (Response)

(Imagen de Gert Skriver)(Bluetooth Core, Vol 2, Parte C, Sección 4.2)
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Authentication

SECURE AUTHENTICATION

MASTER SLAVE

AUTHENTICATION

Au_rand (Challenge)

Sres (Response)

(Imagen de Gert Skriver)(Bluetooth Core, Vol 2, Parte C, Sección 4.2)

Au_rand (Challenge)

Sres (Response)
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BIAS – Authentication bypass

SECURE AUTHENTICATION DOWNGRADE

MASTER SLAVE

Connection

establishment

Secure authentication supported

Secure authentication not supported

Connection request

Legacy authentication used
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BIAS – Authentication bypass

MASTER SLAVE

AUTHENTICATION
Legacy Authentication

CONNECTION

ESTABLISHMENT

Connection request

Accept connection
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BIAS – Authentication bypass

ROLE SWITCH

MASTER SLAVE

AUTHENTICATION Legacy authentication

CONNECTION 

ESTABLISHMENT

Connection request

SLAVE MASTER
Accept connection

Role switch

Accept role switch
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BIAS Attack

ALICE´S PHONE

LMP CONTROL

ALICE´S HEADPHONES

# The attack modifies the LMP message sequence
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BIAS – The PoC

# Getting the hardware!
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BIAS – The PoC

# The impersonation

requires some data about

the device: A PROFILE

Name phone

MAC addres 00:11:22:33:44:55

Device Class 0x0c025a

Version 9

Features 0xfffe8ffed83f5b87

IO Capability 1

Auth. Req. 5
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BIAS – The PoC

# The PoC just provides

profiles for some models
Name phone

MAC addres 00:11:22:33:44:55

Device Class ?

Version ?

Features ?

IO Capability ?

Auth. Req. ?

USEFUL TOOLS:

bluetoothctl

hciconfig

wireshark
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BIAS – The PoC

# We finally run the attack and…
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BIAS – The PoC

# We finally run the attack and…
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BIAS – Authentication bypass

# Next try
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BIAS – Authentication bypass

# Next try

Capture the info from a device
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BIAS – Authentication bypass

# Next try

Capture the info from a device

Impersonate that device

MASTER SLAVE

AUTHENTICATION

Secure authentication not supported

Secure authentication supported

Legacy authentication used

Connection request

Role switch

Accept role switch

ENCRYPTION

SLAVE MASTER

Accept connection

Legacy authentication

Start encryption

CONNECTION

ESTABLISHMENT
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BIAS – Authentication bypass

# Next try

Capture the info from a device

Impersonate that device

Downgrade authentication

MASTER SLAVE

AUTHENTICATION

CONNECTION

ESTABLISHMENT

Secure authentication not supported

Secure authentication supported

Legacy authentication used

Connection request

Role switch

Accept role switch

ENCRYPTION

SLAVE MASTER

Accept connection

Legacy authentication

Start encryption
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BIAS – Authentication bypass

# Next try

Capture the info from a device

Impersonate that device

Downgrade authentication

Role switch

MASTER SLAVE

AUTHENTICATION

CONNECTION

ESTABLISHMENT

Secure authentication not supported

Secure authentication supported

Legacy authentication used

Connection request

Role switch

Accept role switch

ENCRYPTION

SLAVE MASTER

Accept connection

Legacy authentication

Start encryption

29.11.23

www.tarlogic.com



BIAS – Authentication bypass

# Next try

Capture the info from a device

Impersonate that device

Downgrade authentication

Role switch

Bypass the authentication!!!!

MASTER SLAVE

AUTHENTICATION

CONNECTION

ESTABLISHMENT

Secure authentication not supported

Secure authentication supported

Legacy authentication used

Connection request

Role switch

Accept role switch

ENCRYPTION

SLAVE MASTER

Accept connection

Legacy authentication

Start encryption
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BIAS – Authentication bypass

# Next try

Capture the info from a device

Impersonate that device

Downgrade authentication

Role switch

Bypass the authentication!!!!

FAIL TO ENCRYPT… :(

MASTER SLAVE

AUTHENTICATION

CONNECTION

ESTABLISHMENT

Secure authentication not supported

Secure authentication supported

Legacy authentication used

Connection request

Role switch

Accept role switch

ENCRYPTION

SLAVE MASTER

Accept connection

Legacy authentication

Start encryption
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KNOB ATTACK



KNOB Attacks

ALICE´S PHONE

ENCRYPTED

(BIG KC)

ALICE´S

HEADPHONES
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KNOB Attacks

ALICE´S PHONE

ENCRYPTED

(1B KC)

ALICE´S

HEADPHONES
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Knob

# The Attack…

Uses LMP key size negotiation

Allows bruteforcing the low entropy key

A B

LMP: AU_RAND

ENCRYPTION KEY K´C HAS 1 BYTE OF ENTROPY

LMP: SRES

LMP encryption mode req: 1

LMP accept

LMP K´c entropy: 16

LMP K´c entropy: 1

LMP accept

LMP start encryption: EN_RAND

LMP accept

Alice (Controller) Bob (Controller)

Negot´n
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Knob

# MitM needed

ALICE BOBCHARLIE

KC’ size

negotiation

KC’ size

negotiation

BUT…
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Knob

# Actual MitM

BOB

KC´size

negotiation

PATCHED “ALICE”
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Knob

# MitM needed

ALICE CHARLIE

KC’ size

negotiation
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CONCLUSIONS



Conclusions

# Inmense gap between theoretical and practical attacks…

# Papers are really good for theory but often lack implementation details…

# PoCs are useful but designed for specific cases that can be difficult to replicate…

# Bluetooth doc is extremely difficult to read…

# Bluetooth PoCs are… #!&%!”

# We have gained a lot of knowledge…
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PLOT TWIST!

REPURPOSING BIAS

WITH BLUETRUST
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PLOT TWIST!

REPURPOSING BIAS

WITH BLUETRUST
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PLOT TWIST! REPURPOSING 

BIAS WITH BLUETRUST



# Scanning

BlueTrust

DISCOVERABLE 

DEVICES
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# Profile creation
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BlueTrust



ALICE´S PHONE

PAIRED

ALICE´S

HEADPHONES

# Device impersonation
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BlueTrust



ALICE´S PHONE

“PAIRED”

# Device impersonation

ALICE´S

HEADPHONES
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BlueTrust



ALICE

Authenticate

# Pairing detection

“BOB”

Response

SUCCESS!
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BlueTrust



ALICE

Authenticate

# Pairing detection

“BOB”

????

FAILURE
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BlueTrust



ALICE´S

PHONE

BOB´S

PHONE

BOB´S PC

BOB´S HEADPHONES
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BlueTrust



THE PoC
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DEMO: MANUAL MODE
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DEMO: AUTO MODE
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